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QUICK TIPS 
(--THIS SECTION DOES NOT PRINT--) 

 
This PowerPoint template requires basic 
PowerPoint (version 2007 or newer) skills. Below 
is a list of commonly asked questions specific to 
this template.  
If you are using an older version of PowerPoint 
some template features may not work properly. 
 

Using the template 
 

Verifying the quality of your graphics 
Go to the VIEW menu and click on ZOOM to set 
your preferred magnification. This template is at 
100% the size of the final poster. All text and 
graphics will be printed at 100% their size. To see 
what your poster will look like when printed, set 
the zoom to 100% and evaluate the quality of all 
your graphics before you submit your poster for 
printing. 
 
Using the placeholders 
To add text to this template click inside a 
placeholder and type in or paste your text. To 
move a placeholder, click on it once (to select 
it), place your cursor on its frame and your 
cursor will change to this symbol:         Then, 
click once and drag it to its new location where 
you can resize it as needed. Additional 
placeholders can be found on the left side of this 
template. 
 
Modifying the layout 
This template has four 
different column layouts.  
Right-click your mouse 
on the background and  
click on “Layout” to see  
the layout options. 
The columns in the provided layouts are fixed 
and cannot be moved but advanced users can 
modify any layout by going to VIEW and then 
SLIDE MASTER. 
 
Importing text and graphics from external 
sources 
TEXT: Paste or type your text into a pre-existing 
placeholder or drag in a new placeholder from 
the left side of the template. Move it anywhere 
as needed. 
PHOTOS: Drag in a picture placeholder, size it 
first, click in it and insert a photo from the 
menu. 
TABLES: You can copy and paste a table from an 
external document onto this poster template. To 
adjust  the way the text fits within the cells of a 
table that has been pasted, right-click on the 
table, click FORMAT SHAPE  then click on TEXT 
BOX and change the INTERNAL MARGIN values to 
0.25 
 
Modifying the color scheme 
To change the color scheme of this template go 
to the “Design” menu and click on “Colors”. You 
can choose from the provide color combinations 
or you can create your own. 
 
 
 
 

 
 

 

QUICK DESIGN GUIDE 
(--THIS SECTION DOES NOT PRINT--) 

 
This PowerPoint 2007 template produces a 
36”x48” professional  poster. It will save you 
valuable time placing titles, subtitles, text, and 
graphics.  
 
Use it to create your presentation. Then send it 
to PosterPresentations.com for premium quality, 
same day affordable printing. 
 
We provide a series of online tutorials that will 
guide you through the poster design process and 
answer your poster production questions.  
 
View our online tutorials at: 
 http://bit.ly/Poster_creation_help  
(copy and paste the link into your web browser). 
 
For assistance and to order your printed poster 
call PosterPresentations.com at 
1.866.649.3004 
 
 

Object Placeholders 
 

Use the placeholders provided below to add new 
elements to your poster: Drag a placeholder onto 
the poster area, size it, and click it to edit. 
 
Section Header placeholder 
Move this preformatted section header 
placeholder to the poster area to add another 
section header. Use section headers to separate 
topics or concepts within your presentation.  
 
 
 
Text placeholder 
Move this preformatted text placeholder to the 
poster to add a new body of text. 
 
 
 
 
Picture placeholder 
Move this graphic placeholder onto your poster, 
size it first, and then click it to add a picture to 
the poster. 
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Examples	  of	  drive-‐by-‐download	  a:acks	  

In the BB84 protocol, two bases are used corresponding to four polarization states. The 
rectilinear basis (+) consists of 0° (→) and 90° (↑) polarizations, and the diagonal basis (x) 
consists of 45° (↗) and 135° (↖) polarizations. Moreover, measuring a qubit polarized in one 
basis will randomize the result if the other basis is used. 
  
The first step in BB84 is called quantum transmission, where Alice generates a random bit 
string called the raw key and randomly chooses a polarization basis for each bit. Then, Alice 
uses the quantum channel to transmit one polarized photon for each bit of the raw key using 
its randomly chosen basis. 
  
Bob receives the qubits and randomly chooses a basis to measure each photon. If Bob chooses 
the correct basis, he will obtain the same bit value that Alice sent. And if he chooses the wrong 
basis, he will still obtain the correct bit value 50% of the time.  
  
If an eavesdropper intercepts a polarized photon and measured it in the wrong basis, she will 
randomize the state of the photon thus affecting Bob’s measurement. Therefore, Bob will 
obtain the same correct bit value that Alice sent 25% of the time regardless of the basis he 
chooses. 
  
The next step performed is a public discussion known as sifting. In sifting, Bob and Alice reveal 
their chosen bases on the classical channel. They then discard all bit positions for which Bob 
chose the wrong basis. This will produce Alice and Bob’s sifted keys. 
 
Next, Alice and Bob publicly share a random sample of their sifted keys to estimate the error 
rate (differences). Assuming channel noise is negligible, Alice and Bob’s sifted keys should 
match except when an eavesdropper has intercepted the quantum channel.  The estimated 
error rate will reveal Eve’s presence in the quantum channel and estimate the percentage of 
qubits she intercepted. 

Determining the initial Cascade block size is critical due to its exponential effect on 
information leaked to an eavesdropper. The best initial block size k is when it’s unlikely to 
have more than one error located in a single block. Using an initial block size smaller than k 
will exponentially increase the amount of leakage. On the other hand, using initial block sizes 
that are larger than k may prevent the passes from converging. 
  
There are two types of information that gets leaked. When Eve measures a photon in the same 
basis as Alice, she learns one deterministic bit. And when the parity of a block is revealed, Eve 
learns one equational bit. Eve controls the deterministic bits based on how often she 
intercepts. Hence, we only need to minimize the equational bits leakage. 
  
We simulated the entire protocol in a Java program and ran the simulation for a variety of 
error rates and initial block sizes. For each run, we tracked the number of bits leaked, both 
deterministically and equationally. 
  
Figure 5 depicts the number of equational bits leaked versus the initial block size for five 
different error rates. As the initial block size increases, the equational bits leaked decreases. 
Also, as the initial block size increases, the number of passes needed increases. Since the block 
size doubles every pass, there is a maximum number of passes can be performed before the 
block size becomes as large as the sifted key. This explains why increasing the initial block size 
has to stop at some point depending on the sifted key’s length. 

In Quantum key distribution, bits of information are encoded in polarized photons known as 
quantum bits (qubits). The security of QKD is in that an eavesdropper would be incapable of 
intercepting a qubit without altering it. Thus, the interception would be detectable by Alice 
and Bob. Moreover, quantum laws forbid an eavesdropper from cloning photons and performing 
multiple measurements. 

The main purpose of error reconciliation is to correct errors in Bob’s sifted key to reach a key 
identical to Alice’s. A protocol named Cascade, performed entirely on the classical channel, is 
chosen to accomplish this task. 
  
Cascade consists of several passes. In the first pass, Alice and Bob’s sifted keys are divided 
into blocks of initial block size k. Then, each block’s parity bit is calculated and compared. If 
parities agree, they assume no errors are present or an even number of errors are masked, so 
they move on to the next block. If parities disagree, they perform a binary search, diving the 
block into sub-blocks and so on, while comparing parities until an error is found and 
corrected. 

Quantum mechanics makes it impossible (not just computationally infeasible) to passively 
eavesdrop on a communication channel; i.e. to listen in without being detected. Quantum 
channels are thus ideal for secret key distribution, and a protocol named BB84-Cascade has 
been devised to manage the transmission and correct channel errors. 
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In the next pass, the block size k is doubled and the sifted keys are randomly permuted to 
distribute error locations uniformly. Then, the first pass is applied again but if an error is found 
in this pass, it will not only be corrected but also a Cascade operation is going to be 
performed. 
  
If an error is found after the first pass, it means it was masked with another error(s) in 
pervious pass(es). The Cascade operation’s job is to travel through previous pass(es) and binary 
search the corrected error’s block to find the masked error. A Cascade operation will be 
performed for every error found whether the error is found by a binary search or another 
Cascade operation. 
  
Passes will continue on until Alice and Bob are confident that no errors are left in Bob’s sifted 
key. 

Protocol	  Summary	  


