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Abstract

As current distributed computing systems evolve the ewardgmergence of Ultra Large
Scale (ULS) systems poses new challenges. Such massiveadipe systems of systems
(SoS) will require that new and innovative management tiegles be developed in order
to handle this dramatic increase in complexity and scaleo®amic computing attempts
to solve the problem of managing complexity through engingecertain properties, re-
ferred to as self-* properties (e.g. self-adapting, seliraizing, self-tuning, self-healing,
self-configuring, self-organizing and self-protectingtoi the elements of a system. The
focus of this research is designing and experimenting watious optimization techniques

facilitating the autonomic management of complex compmusystems.
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Chapter 1

Introduction

1.1 Introduction

Ultra Large Scale (ULS) systems, a term coined by resea@tafarnegie Mellon’s Soft-

ware Engineering Institute, refers to a system composediafge set of systems with a
variety of stakeholders communicating and operating tisfyateparate (possibly conflict-
ing) goals. Examples of ULS systems are Internet, Intevnati Telephone System, and
United States electric Grid.

As a special case in computer science domain, an Ultra Largke Resource Sharing
System (ULSRSS) aims at ultra large scale delivery of onadehtomputational power
(specifically network storage, computational devices, sardices on top of these) to user
community. Although such a system currently does not eiist,largely believed that as
current large scale resource sharing systems (RSS) sudhidg$, @] and Cloud[3, 4, 5, 6]
computing evolve and grow, ULSRSS will emerge.

Grid, risen from high-performance computing (HPC) communear 2000, targets de-

livering on-demand computational power using a unified oekvof loosely coupled com-



puters in the form of a "super virtual computer.” The aim obigmers was to let users
plug their own programs into the infrastructure, and useusses for a desired duration.
Although computational grid can be a very general concepteat implementations usu-
ally target long running resource intensive applicatiaisd called jobs) that are submitted
by a few users. Examples of these applications are distidbsimulation [7, 8], scientific

visualization [9], continual queries [10, 11], video camfiecing [12], and transcoding [13].

Cloud computing is another manifestation of large scale R@§ according to many,
has caught on in mainstream enterprises. In Cloud compuérge condensed data centers,
possibly operated by multiple stakeholders, are offerekiffarent levels of abstraction (e.g.
infrastructure (laaS), platform (PaaS) and software (Paa&demand as commodities to
a large community of users. In cloud there is usually a cléstingttion between provider
and customer and the extent of sharing is governed by ecaabrales and pricing scheme
(usually pay-as-you-go).

Although Cloud and Grid are successful examples of RSS, Itivaate departure to
ULSRSS can only be realized with the emergence of new andvative management
techniques. These management techniques should be abéadbéedramatic increases
in complexity and scale; the complexity that will rise frohetinterplay of a large num-
ber of sub-systems [14, 15], stakeholders, and users in siveamnd pervasive systems of
systems (SoS).

As it turns out, current management techniques able to déatlhe complexity of these
ULSRSS systems are too costly since they usually rely on huantors. Autonomic com-
puting attempts to solve the problem of managing compldakityugh engineering certain
properties, referred to as self-* properties (e.g. sepdichg, self-optimizing, self-tuning,
self-healing, self-configuring, self-organizing and g@ibtecting) into the elements of a

system.Adaptive systemghe outcome of employing autonomic computing conceps) ar



able to move toward certain objectives despite suddenulaeges that might happen dur-
ing their lifetime. Autonomic computing so far has been sssfully applied to many
RSS related areas, including (i) fault tolerance, (ii) Snpaovisioning in the presence of
workload spikes, (iii) efficient resource allocation, colidation, and user multiplexing,
(iv) smart power consumption, and (v) business objectixedroptimization. For example
virtual-market oriented techniques, using numerous sraptors interacting with money,
can be used to maintain balance among congested nodes thiafgastructure [1, 2].

A current challenge is to identify a set of contributiong #agtonomic computing is able
to make to ULSRSS systems and to design such systems in alsdalshion through the
developed knowledge of autonomic computing. The focusisfrésearch is designing and
experimenting with various optimization techniques fitgaiing the autonomic management

of complex resource sharing computing systems.

1.1.1 Individual Multi-Tenant Resources, Building Blocksof ULSRSS

Resource sharing is not a new concept; even the earliestuterspnere built with some
sharing mechanism built-in. Before the age of personal edergPC) s, hundreds of users
accessed mainframes through dummy terminals. Even, mast&@e with a multi-tenant
operating system. Study of the extent to which our currergyilStems and resources im-
plement sharing capabilities would help in answering thestjon of how ULSRSS rises
from individual resource sharing systems. In this subsactve investigate multi-tenancy

features in commonly used IT resources.

Multiplexing computational resource

At the hardware level computational resources compose®tf, RAM can be multiplexed

through virtualization techniques. There are severalrtiegles for virtualization and par-
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avirtualization of hardware resources for operating systeEach of the operating systems
installed in a provided virtual machine takes a configurabkere of hardware. A scheduler
within the virtual machine manager (also called hyperyigotitles operating systems to
the configured hardware resource shares. The hypervisallyisises hardware traps; on
interrupt events, the control of CPU will be handed to iniptthandler code that is patched
by the hypervisor. This code is responsible for switchingaexion among operating sys-
tems.

OS level multiplexing occurs among a set of processes. Aratipg system is respon-
sible for scheduling these processes to use differentraystsources. Several scheduling
policies can be employed by an operating system. Shortesirgd (SJF) and fair sharing
are examples. The trap mechanism for an OS is system callgheercupts. Whenever
an OS gets a system call, it can assess the possibility oflswif among the processes.
Another aspect of OS level multiplexing is memory managdntae OS has to somehow
select and bring the appropriate portion of the virtual mgmequested by active processes
to the available physical memory, given by the hardware o&iization layer. This ongo-
ing selection and substitution is governed by differentipg@nd swapping policies. An
efficient paging policy and memory multiplexing will resiit more locality of reference

from actual memory and less overhead.

Multiplexing computing clusters

Sharing resources might be expanded from a physical comfmugéeset of computers that
are perceived as a single virtual computer. This type of ading clusters is managed
by a 'container” Container instances are installed a toppdsers of the cluster. There
are different strategies to implement containers; one gararcontainer as one or several

single or multi-threaded OS processes. In web or databagainers where multiplexing



occurs at container level users are distinguished by aoertéiut not by operating system.
These containers usually partition their logical resosir@ed maintain a user to resource
mapping. When handling requests resource entittementeamiorced by controlling the

properties of requests queues (e.g. concurrent activestsjuand other decisions. As an
example, in a database system users are authenticateadtegpaand can query a set of
tables or execute stored procedures that they have theoiglstess. DBMS system might
be able to restrict the number of concurrent connections fspecific users to manage
utilization of its resources. In a web container, users ateisually distinguished; however,

resources can be partitioned into separate applicaticthgpplications can have different
configurations for access. Clustering on top of these coetaican be performed using a

load-balancing layer in front of container machines or msame machines as the cluster.

Multiplexing a Network

A network is inherently a multi-tenant resource. IP netvgasike composed of thousands of
routers connecting local networks. Once a client packetkeds originating device, it will
share the network medium with millions of other users. F@amegle, a smart-phone con-
nected to a 3G network shares the mobile cell spectrum witéret Once a packet reaches
the first switch, it can be handed to one of the routers workisg network gateway along
with millions of other data frames. The router decides ot that this packet should be
forwarded. Routers along the path route millions of packe&sy second, usually without
even knowing the originating and destination device (sirmeging tables are aggregated
according to the IP hierarchical addressing based on thaidwcof a router in the net-
work graph). This partially explains why despite severasti(e.g. IntServ, MPLS, etc.)

bandwidth guarantees for specific users at the Internet scahpossible.



Storage multi-tenancy

Storage can be multiplexed among several users in diffevags. In the lowest level,
a storage device, potentially composed of several diskspeaaccessed concurrently by
multiple computing nodes. This is usually achieved withckl&/O protocols such as a
Fiber Channel or an Internet SCSI (iISCSI) and is called §wrerea Network (SAN). For
example, compute nodes treat iISCSI logical units (ideditifig a Logical Unit Number or
LUN) the same way as they would a raw SCSI or IDE hard drive (iteey can format
and manage file-systems). In SAN, managing the concurreesado storage units is left
to compute nodes. In this case, the concurrency controlfaresl storage devices can be
handled by operating systems.

In "cluster file systems’ (e.g. Red Hat Global File System 8BFL6]) translation of
file-level operations (requested by user processes) t&iyel ones (to be performed on
SAN) in each node is done in coordination with other compotdes (e.g. using distributed
locking or centralized coordinator). This provides cotesis and serializable view of the
file system, and avoids corruption and unintended data lespit® concurrent access by
nodes.

In case of virtualized environment, where VMs of differesets might use different
file systems, access to storage devices are coordinated@ated through hypervisors on
physical machines (see Parallax [17] and VMware’s VMFS 18 top of this virtualized
isolated block device, cooperating VMs can still employstéu file systems for sharing.
Other trends in storage sharing are (i) Network Attachedsg® (NAS) where both storage
and a file system provided by the same device and managealteatnd (ii) distributed
file systems (e.g. Hadoop Distributed File System or HDF3)[Mere file level access
is provided over a set of non-shared block level storage 1edeh operated by a compute

node.
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In the higher levels of storage such as databases, infamitiorganized in schemas.
Each schema is composed of a metadata, data files, and int#etesbecause of existence
of metadata, the information access mediator (here datgirasess) has a more granular
control over data and can thus employ dataset or record lleeking. In multi user dis-
tributed database systems where data sets are replicatedvale area networks where
transactions needs to be supported, several optimizdtotsvering latency (e.g. loosen-

ing consistency requirement[20]) have been employed.

1.2 Ultra large scale Coordinated Resource Sharing

It is one thing to have a set of multi-tenant devices and systnd something else to make
a multi-tenant ecosystem out of those. Currently most ifegtresources on the planet are
handed out to individuals or organizations having them wiaykn isolation. This results in
less overall utilization and loss of investment. Future pating, demands techniques that
support large scale sharing of devices aiming at full wti@n and efficiency. This way
in micro-scale, the initial investment for such deviceg, tost of operation (e.g. in terms
of space, power, cooling), and cost of third party subscritesources and services (like
Internet) will be partially returned. In macro scale, itukts in a better utilization of current
IT resources in general, lowering overall shipped and idlaguting devices and a greener
IT for the planet.

In a large scale resource sharing environment, users hardinated access to mas-
sive amount computers, files, programs and software, datapss, network and other re-
sources. The granularity, complexity, size, and scope afeshresources can be different.
Internet (network of networks) that provides a unified sdaredium for communication

and information exchange can be itself viewed as a resoartfeeihypothetical universal
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LSRSS.

An application or a service instance in a LSRSS system cam spdtiple resources
belonging to multiple organizations. It can also have nwussers or stake-holders that
pay for these resources. In some cases, such as many Griditogipxamples, users,
stake-holders, and resource providers are the same sntiie an example consider a
collection of geographical databases and earthquake aimilsystems that is hosted on
a set of computers at different universities to be used bhalsotative researchers. Most
of the time unlike this example, however, users of applacabr service instance, stake-
holders and resource providers are different entitiestthet different responsibilities, and
economic benefits. An example is a social networking welbiséeis deployed on several
datacenters by a company for making profit and used by mdlafrusers worldwide. In
this view, regardless the roles each entity plays, evem@emstance or application can be
considered as a collaboration point for several partigscéatain period of time (possibly
unlimited) that makes use of (hypothetically) unified netkvof computing resources on
the planet, the ULSRSS.

An important set of tools, services, and techniques aresteatn integrated environ-
ments for coordinated sharing in which participants of vese sharing are assisted in mak-
ing choices of getting optimal sets of resources that sasigheir objective; these tools
might also help providers in maximizing utilization of theesources. In environments
where there is a clear distinction between providers angspueese techniques should con-
sider mutual benefit of both resources providers and consumeéhe ULSRSS system.
providers optimize for more utilization and more customersd customers optimize for
minimal resource that can satisfy the jobs. Later in chapten the most well-known
candidate of ULSRSS, cloud computing, some of the techsitueptimize for providers

will be discussed. However, considering the whole consymarider environment as an
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ecosystem the aim of future research should be to come ubedter strategies that result

in mutual satisfaction of all participated stake-holderd austomers.

1.2.1 Outline

This work focuses on explaining autonomic computing in deg$ contribution in building
ULS systems essentially those large scale multi-tenamtorks of IT (computing, storage,
etc) resources. In addition, we present our initial resulthis area. As an example, we
look at the application of autonomic computing in delivefyutility computing through
Cloud. In this work, feedback based loops are utilized tahehe desired objectives, both
for users and providers. Chapter 2 presents an overviewtohamic computing paradigm,
a way to build self-managing complex computing systems.p@re8 demonstrates Cloud
computing as the current state of art in ULSRSS systemsei®ifit cloud offerings includ-
ing infrastructure (laaS), platform (PaaS) and softwaea as a service and the enabling
technology of each offering is discussed, essentially im$eof resource allocation and
multi-tenancy mechanism. Price models and economic abgscof these offerings from
user and provider perspective are also discussed in eaetofygifering. Finally, chapter 4

concludes the work and discusses interesting problemsifiore research in this domain.
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Chapter 2

Elements of Autonomic Control and

Adaptive Systems

Autonomic computing, a term introduced by IBM [21], indieatsystems that are self-
managing, self-tuning, self-healing, self-protectinglf-adapting, self-configuring, and
self-organizing (briefly called self-* systems) [22]. Somweamples of IT related self-*
areas of research targeted so far are: adaptive parareegtrebnfiguration management
[23, 24, 25], adaptive client-server communication [26, 28], adaptive resource allo-
cation [29, 30], self-configuring network services [31],rkload adaptive services [32],
self-managing storage [33], statistical inference bassistbn-making management [34],
and change and configuration management [35].

The portion of autonomic computing discipline that is raletto our work is building
self-managing complex resource sharing systems that reahagnselves in accordance
with high-level objectives specified by humans [36]. Thusdlitonomic aspect focuses on
the fact that management is performed the systems themssalireer than being actively

performed by human actors. However, this management stheuacording to objectives
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Autonomic Manager
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Monitar

Managed resource touchpoint

Sensors Effectors

Managed resource
./

Figure 2.1: Architecture of autonomic management sugddstéBM.

expressed by administrators. An autonomic manager usuatlgrstands the desired sys-
tem objectives, matches those objectives with current mctsted system behavior, and
incorporates these into its decision governing the system.

In terms of architecture, there is variety of ways for impégriing autonomic manage-
ment systems. In the one focused in this research, adapstaiegies and mechanisms are
separated from the applications or systems [37, 38] (i.terealized adaptation). The ar-
chitecture used is the well-known Monitor-Analyze-PlaxeBute (MAPE) loop suggested
by IBM [21] where several components such as an analyzespaated learner, forecaster,
and a planner are used to decide about proper action(s) &kbe by actuators based on
the current system measures. Figure 2.1, adopted fromygB&ents a schematic structure
of such loop. In next sections, we describe the elementstohamic computing loop in

context of managing computer systems.
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2.1 Monitoring

Monitoring subsystem is responsible for measuring inpat&l outputs of the managed
system, quantifying them, sometimes aggregating them,kaeg@ing them as a history.
Another feature of a complete monitoring system would bestasotifications to inform
the administrator or autonomic manager about an importamdition (e.g. high CPU load,
full memory, or a failed health check) using the network. J&eonditions can be user-
defined and based on performance values breaching certashtids. The monitoring
data will be processed in subsequent autonomic managemiesystems and eventually
makes its way into decisions taken by the autonomic manager.

In computer systems, from performance point-of-view, ¢here several metrics to be
monitored. For example, in a typical transactional systee@an use hardware level met-
rics of each host, operating system metrics (e.g. file, nétwand memory management
subsystems) of each virtual machine, process level meanckservice specific metrics for
different types of server processes (e.g. load balancdy,seever, application server, and
database server). In a batch oriented system, in additibartbware and OS level metrics,
metrics such as the average number of jobs in the job queuetage job’s queuing time
also exist. Table 2.1 summarizes these metrics.

There are several existing tools for monitoring computesteays. Collectd [40] is a
monitoring daemon for collecting system performance sias. It accepts plug-ins for
collecting new types of metricsNagios[41] is another powerful industry level tool for
monitoring entire IT infrastructure. Java Management Esitens (JMX) [42] technology
included in the Java SE platform provides a generic stanidanoublishing and using the

data of monitoring devices especially Java base web andtagiph containers.
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Alert Target Metrics

Hardware CPU utilization, disk access, network interfaceeas, memory
usage
General OS Process cpu-time, pagefaults, real-memorgé¢rgset) size
Load balancer request queue length, session rate, numhrm@nt sessions,
transmitted bytes, num of denied requests, num of errors
Web server transmitted bytes and requests, number of changin specific
states (e.g. closing, sending, waiting, starting, ...)
Application server total threads count, active threadsntoused memory, session
count
Database server number of active threads, number of tramssiin (write, com-
mit, roll-back, ...) state
Message Queue average number of jobs in the queue, avelteggyeuing time

Table 2.1: List of the metrics used in defining autoscaliregtal
2.2 Analyzing

The analyzersubsystem of autonomic management loop targets idenitiicaf system
under management. This identification enables the autaneranager to project system’s
behavior and state under different actions in the futuree ®ay to gain this identification

is through obtaining a model of the system. This model cap t#veral forms such as
symbolic representation, neural nets, fuzzy rules, orssizdl model. In an autonomic

system, however the major concern is the ability to updatiesgnchronize the model based
on observed behavior of the system. The major focus of tlapten is to describe the use of
statistical techniques to obtain this model. The major bitokstatistical techniques is the
ability to incorporate the data in modeling; other techeigjunot described, however, might
be equally or more effective in different situations; foaexple when it comes to encoding
human knowledge (i.e. experts) other techniques such ae4figzry techniques have been

successful in providing both data driven learning and esgerowledge encoding [43].
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In statistical modeling, one tries to quantify behaviortwé system in terms of a set of
relationships between numerical (or nominal) variabldee @eneral structure of the model
is chosen first (e.g. broad categories of deterministic achststic, and continuous-time,
discrete time, or steady-state) and then model is identifie@stimating its parameters
based on available data. The estimation is usually carngdising techniques based on
Least Square Estimation (LSE) or Maximum Likelihood Estiima (MLE). In MLE, one
should be able to compute likelihood of certain model giveredain observation (i.e.
Assuming a model, how likely is it that we have certain obagon?). Based on this, it
tries to choose model parameters that maximize likelihdodiata given the model, (i.e.
P(datgmodel).

Having the model identified, there are several possitslitEhow to use it: (i) given a
model, and an observable portion of samples, one can findididern portion that is most
likely to be observed (estimation). (ii) when model is sedig and incorporates time,
given a set of sequentially observed samples one can ptadisamples most likely to be
observed in future (forecasting). (iii) if model is builting some underlying theory, and
latent variables used in theory are discovered, othertestitheory can be derived. In an
autonomic management system, all these types of uses maghtbrporated. For exam-
ple, one might use a dynamically updated model of the systi#éhnseme estimated hidden
variables and forecasted inputs to project system behaviature under different config-
urations and find the optimal behavior that results in sattghn of the given objectives. If
the system is characterized in terms performance moddiegyies, better reasoning can
be done in terms of concepts of the theory. For example, fbpaance of an application
is modeled by a multi-class queuing system that maps setteicends for classes of users
and their workloads to their response time, the resultingehoan be used to predict the

saturation point of the system (e.g. the knee in the perfoc@aurve) with respect to vari-
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ous workloads. In the rest of this section, different modeld identification techniques are

explored.

2.2.1 Parametric Models

In the parametric form, the model is assumed known and sylsédravior is captured using
standard system identification techniques. These appesauie useful when an exact the-
ory underlying the system is not available and the relaignbetween system inputs and

outputs is simple.

Regression modelg44, 45] relate a dependent variable (i.e. outpfdo independent

variables (i.e. inputX) as follows:

Y ~ f(X,B) (2.1)

wherep is a scalar or a vector representing model parameter(s)ittebéfied using
identification and estimation techniques from a given data ¥sing the identified
model, for each given sample of observed varialdbe dependent variabM can

be estimated.

Autoregressive integrated moving average (ARIMA) modelscombined with identifica-
tion approaches like Box-Jenkins [46] are used for foréegsif sequential data or
time series such as environmental inputs to a system lik&laad in e-commerce
and web applications. A general forecasting madehat computes estimated value
(k) based on set af previously observed values(k—1,n) = {w(k—1),..., w(k—
n—1)}, has the form

w(k) = ¢ (w(k—1,n),a(k)) (2.2)
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wherea(k) denotes related parameters of the estimation method tiyat ivé updated
at each time step to minimize the forecasting eff@a(k) — w(k)||. As an example,
arrival-rate of users to a syste}w(k) can be estimated using ARIMA model with

exponentially weighted moving-average filter:
AK)=BAK +(1—B).A(k—1) (2.3)

State-Space modelsare another type of models capable of dealing with sequelatia. In
state-space models, variables can be divided as input, sttadl output (as opposed
to input and output). Output variables depend on inputs disawetates. The hidden
portion of data to be estimated is associated with stat@ias (rather than output
variables). Observable portion of data is divided into daelemt and independent

variables (input and output).

The formulation of these models makes them suitable to aaalgta that is associ-
ated with input and output of a system (in signal processaéngs). The following
discrete-time state-space equation is a generic modepkmating dynamic of a sys-
tem:

x(k+1) = f(x(K),u(k), w(K)) (2.4)

wherex(k) is the system state at time stkpu(k) denotes control input chosen at
stepk, andw(k) is environment parameter at tirkeThe first equation is called state

equation while the second one is called measurement equatio

A linear vector based formulation of same system with p ispgibutputs and n state
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variables in general state-space is:
X(t) = A(t)x(t) +B(t)u(t) (2.5)

y(k) = C(t)x(t) +D(t)u(t)
wherex is 'state vector’y is 'output vector’,u is 'input (or control) vector’, and
A,B,C,D are model parameters.

The Kalman filter [47] is a well-known parameter estimatar $tate-space models
of this sort. The filter maintains the estimatexofind updates it using the linear

feedback equation based on new measurenzents
x(k) = x(k) +K(z(k) —y(k)) (2.6)

wheret denotes a discrete time indexk) — y(k) denotes the prediction error, akd
is the “Kalman Gain” matrix obtained statically from modelrpmeters and updated

dynamically based on estimation error (i.e. to constru@daptive estimator).

As an example a time-varying queuing model can be formulaged discrete-time
state-space equation to estimate current queue lejigtt{system state) in a system
based on the average monitored response titke(system output), workload (k)

(system input), and service rgt€k) (system input):
a(k+1) = a9+ (A~ p(k) T 2.7)

F(k+1) = (1+4(k))/u(k)
whereT denotes the sampling duratiof\l(k) denotes the predicted arrival rate of
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incoming requests at time §(k) is the estimated queue size at tiy@andy (k) rep-
resents the service rate. Using these two equations, iti@ulth predicted workload
arrival rateA (k), estimated service rate, and observed queue length aktime can

estimate queue length at tirke- 1.

2.2.2 Performance Models

Second category of models used to represent the behaviongduting systems is perfor-
mance models. These models attempt to describe the exgemtiedmance of a system
in relation to various inputs, using queuing theory. A parfance model is an abstraction
that takes the physical layer specification of an applicediod its workload and map this to
various quality attributes (e.g., response time, throughSeveral different models have
been suggested for deriving performance metrics of agpita (i.e. response time and
throughput) based on resource share and workloads. Forpdxamueuing theory based
models [48, 49, 50] and Layered Queuing Models (LQM) [51, &&}eloped upon mean
value analysis (MVA) of queuing networks have been vastBdu® capture the behavior
of multi-tier distributed applications (such as web seggi53, 54, 55, 56].

In the following, we describe some excerpts of these models.

Modeling Workload

The traffic of a transactional application can be modeledthsrelosedor open In an open
transactional model, customers are assumed to make regureaverage every seconds,
independent of when they receive responses for previousests} This resembles a full
push based model. Open workloads are identified by requestarrival time ¢) which is
measured in seconds or arrival ralg (vhich is measured in requests per seconds. Often,

these models assume that the arrival ratgi$ a homogeneous Poisson process, and that
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inter-arrival times t) are exponentially distributed with parametefmean of 1A). Using
mean value analysis, one could derive a solution for gegeh queuing network models
[57]. In case of open multi-class models where thereGuaistomer classes, workload
intensity is denoted b} = (A1...Ac), whereA, is the clasg arrival rate.

In a closed transactional model, clients are assumed toferaiesponses to their re-
guests. Upon receipt of this response, a client spends traklyzng (i.e., determining
the next action to take) before issuing a further requesisé€ll models are defined by the
number of usersl) and think time Z). A closed multi-class model consists@fclasses,
each of which has a fixed population. We denote the worklohgity byN = (N;...Nc),
whereN, is the clasg population size. Obtaining solutions for closed model®mawhat
more complicated than for open models and usually involierative methods with some

convergence criterion.

Solution to Flat Models

Separable flat queuing network models (as opposed to layeeeed, etc) are usually a
simplistic yet fine approximation of how system is perforgnat hardware layer. Devices
can be mapped to queuing centers and requests can be mappstbimers. General mean
value analysis (MVA) based solution for flat queuing netwmiddels can be obtained easily
based on a set of laws governing these networks. For exaalgtajthm 1, adopted from

[57], represents such solution for open model workloads ftext gueuing network.

Modeling Thread Pools

Real computing systems can be a lot more complex than to bbesemted using flat mod-
els. Flat separable networks models simplify computingesys by treating all layers of

software and hardware stack as queuing (or delay) centguestgally visited by a number
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Algorithm 1: General solution for flat seperable queuing network modéls @pen
workload.
input  : Arrival ratesA¢, and demandB.  for all customer class and each servés
output : Response timeR;, queue lengthQ.k, response timeR; i for eachc andk

1 The throughput for each traffic class is equal to arrival rate of that chasg. (A) = A¢ (¢
refers to a specific class).

2 Utilization® of each server for each class could be obtained from theaarate Q.) and
service time Pc ) of that class on the servek as follows:Uck (A) = AcDck.
3 Residence time (at server and queue) for each customerlalstained from

Dck for delay centers
Rek ( ):{

D¢k f H
————— for queueing centers
1-551Ujk(A) q g

4 Average number of customers of clasis the queue of servdris then obtained from
Qc,k ()\ ) = AcRc.k ()\ )
5 The system total response time for classistomers is obtained froR; (A) = TK_; Rek(A).

of customers. As an example a set of resource (e.g. proseshsks, and queues) whose
access is governed by a thread pool (e.g. using web contaiaenot be modeled as a
gueuing center or delay centers or combination of thoseudh system, departure (pro-
cessing) rate of requestsdepends on how far the thread pool is saturated. Only if threa
pool is not saturated the departure rate will be equal taugjinput of underlying hardware
system and easily obtained by solving its flat model with operkload componem (see
2.2.2). Moreover, the saturation level of thread pool deisesn departure rate. To over-
come this circularity, models associated with two layersusth be iteratively solved until

some convergence criterion is met [58].

Modeling Memory, Swapping, and Paging

Memory can be viewed as a temporary buffer to store code atadsggments of active
threads. Memory and its management affect the performaingeoesses running inside

OS by controlling the extent to which processing resourG#3as, disks, etc.) can be uti-
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Figure 2.2: Effect of memory on throughput not consideriwgping and paging.

The throughput-limiting effect of a memory constraint candven more complicated
in real computer systems because of complicated memorygearent mechanisms such
asswapping All current operating systems have implemented ways tosoNescribe the
memory (i.e. remove the hard constraint on the number ofagtiocesses sharing mem-
ory) using a swapping mechanism. Swapping is about brintfiegextra processes into
memory and taking them back to a secondary larger storageegdecome active. With
swapping, one can highly increase the multiprogramminelaith cost of frequent swap-
ping between primary memory and secondary storage. The rnadswapping at each
given time depends on the total number of active proceliseend the portion of these
processes that can fit into the actual memory simultaneddslif N is less tharM then
no swapping will occur, otherwise there will be swappinghwgbme probability which de-

pends orM andN (with growth of N compared tM the probability will be increased). As
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Figure 2.3: Effect of multiprogramming on throughput.

Another mechanism commonly used in current operating systhat makes it difficult
to identify or predict their behavior isaging In paging, physical memory to be divided
into some number of fixed-size page frames, and portionsagfrpm quantified with these
fixed size pages (as opposed to the whole code or data segrasntswapped into the
memory. These portions are selected according to the coo€dpcality of reference’:
from a large address space owned by a program, only a smalbmpaovill be referenced
during any short time interval. Paging lets OS to allocateuzimlarger virtual address
space for the program than the actual physical primary mgmaeailable. This leads to
1) accommodation of programs whose virtual address spaedarger than the amount of
physical memory and 2) increasing the number of concuyextive programs. However,

management of the virtual memory (i.e. moving pages betyeemary memory and disk
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in response to page faults) consumes CPU and I/O resources.

The OS itself tries to optimize the performance of given paogs for the specific
amount of memory given by (i) controlling the amount of pramgs that are allowed to
compete for memory resources (multiprogramming level) dfstributing proper number
of page frames to each of these programs, (iii) choosing éigepthat should occupy the
page frames allocated to a program and (iv) deciding on tige gzat should be removed
from primary memory for bringing a currently non-resideeferenced page. These items
form the page replacement policy of operating system, whiotonjunction with mem-
ory reference characteristics of progratnand the amount of given memory will result in
specific system performance.

As we move up the layers of software stack tracing the eftgfal#fferent configurations
on memory management becomes significantly more difficub. ekample in container
level, by modifying internal multiprogramming level of argainer process (see subsection
2.2.2) its memory usage pattern (or program lifetime fuorgtiwill change, resulting in

different system’s paging and swapping for its OS process.

Modeling Tiered Software with Synchronous Calls

Distributed applications usually contain one or more layarsoftware servers. Examples
include three tier database driven applications; apptinatdeveloped using Java’s remote
method invocation (RMI), Remote Procedure Call (RPC), aeBprise Java Beans (EJB).
In such systems Performance features (e.g. response timeffacted by the software
design (e.g. message passing versus synchronous calshulli-threading level, number

of instances of software processes, and the allocationoalsses to processors. The stan-

4Reference characteristics of a program can be denoted Hifetime function which is the average
number of milliseconds of CPU service that elapse betwega faults for various numbers of allocated page
frames.
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dard model for representing these systems is Layered Quiedmalel (LQM) that has been
developed together with its analytical techniques such athdtl of Layers (MOL) [59].
This analytical technique models the system tiers eachitgithwn software and hardware
layers and captures the contention delays at each layeerorBach layer is represented
by a Queuing Network Model (QNMs) which can be solved by thamealue analysis
(MVA). By iterating among the layers of QNMs, a fix point sabut is found for the whole
LQM [60].

These models help capturing different types of resourceadeiat different tiers. For
example, in a web based tiered system front-end servers are stressed on their 10
and CPU capabilities, I/O for direct content serving to teers, and CPU because of the
connection rate and number of concurrent connections.iégimn servers are more CPU-
stressed because of support for business logic. Finalygtijuests translated by application
layer to database commands are executed in backend datdrases that put a lot of
demand on storage tier. Model inputs for LQMs include: (g 8tructure of the model
including the services and their interactions for repres@re scenarios, and a topology of
the underlying middleware and hardware, and (ii) the sarhefspiantitative performance
metrics as flat queuing models (e.g. workload componentsamndce times or demands
(&) for each class of service on each resourck). Figure 2.4 shows a typical Layered
Queuing Model (LQM) of a web-based application. We assuratttiere aré€ classes of
requests; the “User” block in the figure represéxiisisers in class at their browsersZ. is
used to denote the mean think time of classers.N. andZ. are the workload parameters
for classc.

TheWebServeblock represents the server software wWitlihreads, running on proces-
sorWSProdthis is indicated by théostrelationship). The box labeleslebOprepresents

the operation done for the users, and requires a mean CPUndesh§,,. for requests in
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Figure 2.4: Multiclass Layered Queuing Model of a Web aggtian.

classc and on average one database operations. The databaseiigroniits own device

DBProc dbOprepresents the mean CPU demandSsef at DBProcfor a classc request.
Outputs of LQM of Figure 2.4 include mean response timesassclusers(R; ... Rc ),

mean response times to classsers at database servgf ... R4), throughput of each class

cusers(X;...Xc), utilization of web server processdy,, and database procesdy.

2.2.3 Discovering Hidden Parameters of Performance Model

The objective of an analyzer is to describe the system (ar@mwient) in terms of a given
parametric model. This identification process includesifigar estimating parameters of
the model using the data obtained from the system (or envieoit). The parameters to be
estimated are usually what performance models are buil,ujppe workload components
(e.g. given by think tim&. and number of usens.) and resource demands (e.g. the CPU
demandsS,c and §; ¢ in example). For layered models (i.e. with thread poolsg i
thread pools and for tiered models number of calls per réqresadded to these hidden
parameters. The data obtained from the system and usednragen process is composed
of the directly measurable performance data includingaese times and throughputs for
classes of users and utilizations of resources (€Rg. . . Rc,Uw, Up, X1... Xc) in example

of Figure 2.4).
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There are different approaches to estimate hidden paressnata given performance
model using the measured data. As far as we have seen indhatdite, there are two
major techniques to discover these parameters. The firsbagipis to select some equa-
tions of the performance model and reshape them into a coigrkoown parametric form
in which un-accessible variables are mapped to model pdaeasn@nd the training dataset
provides value for all inputs of outputs of the model (i.e. missing data). In this case
common supervised learning methods such as regressiandeels can be used to estimate
unknown parameters For example [61] uses the queuing thie@anla that relates utiliza-
tion of each resource centierUy, to system’s multi-class workload componéht, ..., Ac)
and resource centers’ service demabgg, ° Uy = Yc=1..cAcDck, to form a multivari-
ate linear regression problem wi@ independent variablesy = X3+ €. Here,Y is a
T x 1 vector of resource utilizatiody, samples over tim&@, X is T x C matrix of arrival
rates(A1,...,Ac) over time, and3 is C x 1 vector of resource demands for all classes of
service(Dy,...,Dc k). Other examples of CPU demand estimation using regresaian a
ysis are [62, 63, 64]. In many cases, especially when compdeformance models are
used, the possibility of finding a parametric form that confe to a subset of formulas of
performance model is low. To overcome this problem, someenewrsions of the tech-
nique use regression splines instead of linear and polyadowgression functions [65]. In
[66] and [67], multi-class queuing models were used to itfferper-class service times at
different servers of a two-tier web cluster using throughpitilization, and per-class re-
sponse time measurements. They try to minimize the sum dfqtesl response time mean
square errors using a non-linear optimization solvers ardigatic minimization programs.
In addition, Maximum Likelihood Estimation or MLE (as oppasto LSE) together with

gueuing model have been used for the same purpose [68].

SNote that the service demand of a class of service on a piagesanter is the total time the processing
center spends for each request (or client) of that classroeicee
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In the second approach the performance model is used asg tl@ missing param-
eters are computed and tracked using a specific unsupestetestical learning technique
called Expectation Maximization (EM). For linear systemhg technique is well-known as
Kalman filter. In this technique model contains three setgofbles inputs, outputs, and
states. Observable portion of data is mapped to input orubwgriables while states are
always hidden (i.e. no training data with known states). Mhdhe bootstraps parameter es-

timation by making an initial guess for parameter valuesiamutove estimates iteratively

by:

1. computing expected value of hidden variables (i.e. decpdjiven model estimates
and observed variables (i.e. maximizing probability obsey the observed portion

by navigating over possible hidden state sequences).

2. re-computing MLEs (i.e. likelihood maximization) of meldparameters based on

estimated hidden variables.

This process is repeated until some convergence critesiomet. This approach has been
previously adopted in [69, 70, 71] using Kalman Filter andML@ith both open and closed

workload types.

2.3 Planning and Feed-forward Predictive Control

In general the goal of any optimal control approach is to ceoa sequence of feasible
control actionsthat maximizes a definegerformance criterior(or objective functiorf.
The analyzer components (described in the past sectiomjdae®an accurate model that

can be used in calculating the cost and performance critdayoproviding projection of

60ne can instead say optimal control minimizes an expectatidost function
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system’s behavior and state in the future. A planner usextmprehensive and accurate
model to rapidly explore multiple decisions and find neatiropl solution during each step
[53, 72] (see Figure 2.5). In context of control theory, thihiema is called open-loop or
feed-forward predictive control. In the next subsectioesd&scribe two common approach
currently used in planning and optimization for systemg$qgrarance.

QoS

targets

1 1
1 u 1
1 1
1 1
1 1
1

I 1

Optimize & |, |[Performance — Kalman
u' | Search model x| filter Ly

Figure 2.5: Structure of an optimization based planner.

2.3.1 Searching in continuous space

If one can describes the objectives of controller in termsuiputs of an identified system
model (e.g. performance, QoS or profit), the proper contqmlits that satisfy the objectives
can be easily derived by searching the space formed by aigastions and applying them
to the model. In case the search can be converted into chssathematical optimization
problem, several approaches such as primal decomposiiteripr point methods, simula-
tion annealing, etc can be used to derive the proper comjpolts. Usually optimizer takes
initial control inputs, the number of iterations during iopization, the utility model, and a
set of constraints as input and outputs optimal controleslnd maximum utility gained
from those. This process is usually done iteratively. T g$&iling into local optimums
global optimization techniques can be utilized.

Although simple, the applicability of this form of searchresiluced when the system
model is discrete or time-varying. In the following subsect planning for such models is

explained.
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2.3.2 Searching in discrete space

In many cases, an autonomic system designer deals with etdisnodel that varies over
time. The most commonly known tool that makes use of such hisdeLimited looka-
head controller (LLCs) [73, 74]. It explores a search spaceéd by different choices of
control actions (while control inputs must be chosen frormédiset) over the predicted
model [75] to find the optimal solution; thus, managemenbfam is posed as a sequential
optimization under uncertainty. Compared to steady-stptienization approach studied in
subsection 2.3.1, LLCs use time-varying models that tateeancount the transient behav-
ior of the system such as steady-state formulation of egu&t4. However, control inputs
u(k) are chosen from a finite set of control options availab(®) ’ at the corresponding
system stat&. Here systems’ state spakeis defined by operating constraints described
by the inequalityH (x) < 0.

The objective of control, which is encoded as transient oostility using norm-based

function, implicitly defines desired state and preferalathp toward this state:

J(x(k), u(k), Au(k)) = a.|[x(k) = x| |+ az.[[u(k) | + az.[[Au(k)| (2.8)

herex(k) is the current statey(k) denotes the control input&u(k) denotes the correspond-
ing change in these inputs, aod, a,, andas are user-defined weights denoting the relative
importance of the variables in the cost function.

According to feed-forward controller scheme, the congmoltxplores a set of future
states within the lookahead horizon, At every predictetesenvironmental inputs to the
controller must be predicted and different choices of adrtrputs should be navigated.

Controller then selects a path that minimizes the cumwdatost while satisfying both state

The finite set of all permissible control inputs can be dedaist) .
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and input constraints within lookahead horiaotij)|j € [k+ 1,k+ NJ:

k+N
compute: min S I(x(j),u(j))
2

subject to:H (f (x(}), u(i), @(1))) < 0 (29)

u(j) e U(x(j))

The first control input leading to this path is chosen as the c@ntrol action.

2.4 Execution through Regulator feedback loops

The simplest form of a goal for a management system is to aégalsystem output around
some value (let us call it a set point). A feedback loop fos fhurpose can be constructed
by feeding back the control error (difference between gs@tt and a measured output) as
an input to the system (often with some intermediate pracgss

For example, in [76, 77] controllers have been used to miaithe utilization of a VM'’s
CPU at certain percentage (usually 60% to 80%) of the totataled CPU share of the
VM (i.e. headroom principal). In very simple cases (e.g.-feyered non-tiered systems),
response timer throughputbased performance guarantees required by applications, ca
also be described in terms of utilization control, and thgscontrolled by feedback loops
[77, 78, 79, 80].

For a system whose dynamics are known (e.g. through systentifidation tech-
niques), a proper feedback based regulator can be coretrattdesign time using the
design techniques such as pole placement, root locus, oDgticamics of a system can
be represented in several mathematical forms such asdrdnsictions, state-space mod-

els, difference equations, etc; depending on the form useddntroller might be designed
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Figure 2.6: The general architecture of resource allonatemtroller.

using the same mathematical method (e.g. a transfer fumctio several examples, clas-
sical linear continuous proportional-integral (P1) andgwrtional-integral-derivative (PID)

controllers are applied to processor power managemen8[@1,Q0S adaptation in web
servers [77], and load balancing [83, 84, 85].

The controller component can also include an estimatordiiagmically adjusts the
controller gain using the state estimates of the model. Kamgle, Linear-Quadratic-
Gaussian (LQG) control (see Figure 2.7) dynamically adjuf-optimal gain based on a
state estimat¢hat is used to form a control signal. The estimator is uguakimple or
extended Kalman filter [47] able to maintain a good estimataadel unknowns by cali-
brating itself to the measurements during runtime. As amgie, [76] tries find the proper
CPU sharegy for a VM that satisfies the headroom principal. In this cagedbntroller
tries to maximize the likelihood thai = 60%ay + wy (Wwhereuy is CPU utilization andwy

is the random perturbation) by adjustiagbased on the estimation errey= ux — 60%&.

___________________________ , QoS
: u | targets
: y Y
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y

Figure 2.7: Structure of an LQG regulator.
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2.5 Other ways of implementing managers

Although in this chapter we focused on a specific way to imgenautonomic managers,
there exists several other ways as well. The descriptiorangbarison of these approaches
in terms of applicability to problems of different domairegse of adoption, and ease of
learning by humans although interesting, is out of the sadkis report. Here, we only
briefly mention a commonly known approach known as policyedasutonomic manage-

ment.

2.5.1 Policy based autonomic management

Policies are a way of providing “formal behavioral guideg”stystems about potential ac-
tions improving the system’s behavior [86]. Policy basechagement (PBM) is usually
used in systems with several components while each compbebaves according to the
policies passed to it. It is used where there is a need fopeagence in components, either
because consulting with central controller on every adsampossible or costly (assume
a router that asks for destination of a packet on every dyrorabecause components or
are prepackaged with certain controllable behavior thinqugdefined policies (i.e. Policy
Enforcement Points or PEPS).

PBM covers a broad spectrum from security models (i.e. obatrcess, confidentiality,
an integrity) to network management (routing, traffic flotg)eand computer systems con-
figuration (server configuration). There are also severitydescription languages (i.e.
Imperial College’s Ponder, Bell Labs PBLUETF’s PCIM?, IBM’s PMAC10 and ACPL1Y).

Policy can be specified different levels of abstraction. |(@oédicies, describe the con-

8Policy Description Language

9Policy Core Information Model

1%policy Management for Autonomic Computing
IAutonomic Computing Policy Language
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ditions to be attained without specifying how to attain theim business driven policy
management, goal policies might target the long term higalleusiness objectives (e.g.
minimizing cost and satisfying performance constrain®)[8Goal policies can be refined
into operational or action policies for components [88, &9jtion policies target real time
reactive short term control of systems. A low level actioigyois usually in the form of
event-action rules [90, 91, 92]. For example, in an evensatiiration of component’, the
action might be ’adding more capacity to X'. Event can be dation of a constraint on
certain properties of the configuration or value(s) of manatl metric(s) (e.g., CPU utiliza-
tion of an individual VM instance is less than 20 for 10 mira)té2. Note that an implicit
target exists for the types of management rules (e.g. iddaliserver). The action part of
the rule can be however more complex, including a tacticrdetetion procedure which
chooses a set of actions to be executed Further, an “actiagtitmnvolve the realization
of a global management decision (e.g. adding or removingesg), a local management
decision (e.g. increasing a process’s memory), or emigtimgvent (e.g., aalert). See this
scheme applied to autoscaling [93, 94]).

In conclusion, policy based techniques are a way to implérttensame concept as
feedback and feed-forward control, but using a more nattoastruct for humans to un-
derstand which results in ease of use and adoption. Thisevenwcomes with the cost
of losing some rigor. Optimality, a criteria usually targetby control based approaches,
cannot necessarily be achieved using policy sets of cdagtpe Thus, other techniques for

policy set optimizations (at design time or runtime) haveadly been suggested [95, 96, 88]

12A constraint violation may be caused by multiple triggerprgblems. Thus a condition can be a con-
junction or disjunction of other conditions
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Figure 2.8: Architecture of a rule-based autoscaler.
2.6 Summary

Autonomic computing, a term introduced by IBM, indicatestgyns that are self-managing,
self-tuning, self-healing, self-protecting, self-adagt self-configuring, and self-organizing
(briefly called self-* systems).

Autonomic computing discipline is relevant to building fsglanaging complex re-
source sharing systems that manage themselves in accerdathchigh-level objectives
specified by humans.

A very common architecture to implement autonomic managgeithe well-known
Monitor-Analyze-Plan-Execute (MAPE) loop suggested bivIBn this style, adaptation
strategies and mechanisms are separated from the apptisati systems. The architecture
includes components such as a system monitor, analyzemated learner, forecaster, and
planner that are used to decide about proper action(s) takes toy execution subsystem
based on the current system measures.

A monitoring subsystem of MAPE loop is responsible for megsgLinputs, and outputs
of the managed system, quantifying them, sometimes aggmgghem, and keeping them
as a history.

An analyzer subsystem of autonomic management loop tadgsfication of system

under management. This identification enables the autanoranager to project system’s
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behavior and state under different actions in the futuree ®ay to gain this identification

is through obtaining a model of the system. This model cap t#veral forms such as
symbolic representation, neural nets, fuzzy rules, oissiizdl models. A special case of
statistical models used in computer systems design arerpgahce models which let better
understanding of system properties and internal (the at&bar point of the system with

respect to various workloads).

A planner subsystem of autonomic management loop uses ttelpmvided by ana-
lyzer subsystem to rapidly explore multiple decisions and fiear-optimal solution. The
goal of planner is to choose a sequence of feasible conttidnacthat maximizes a de-
fined performance criterion (or objective function) or slyngegulates the system towards
an objective. Based on the system model given by analyzaygieeof search performed
by planner to find near optimal solution can be different. Tlasses of models we targeted
here were discrete time-varying and continuous static.

An execution subsystem is responsible for enforcing mamagédecisions on the sys-
tem. This management decision might be regulation of a sysitribute around some
value. Feedback loops can be used to enforce such decispitaldisturbances that might
occur in system environment. In general, a feedback loogHigr purpose can be con-
structed by feeding back the control error (difference leemva set-point and a measured
output) as an input to the system (often with some interntegieocessing).

Although in this report we focused on a specific implemeatatif autonomic manage-
ment, other choices in the domain exist. As the most notatdenple, policy based auto-
nomic management offers somehow a less costly solution bypoviding "formal be-
havioral guides” to systems about potential actions impigthe system’s behavior rather

than searching for optimal actions.
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Chapter 3

Cloud Computing: Initial Steps Towards
ULSRSS

Probably currently most outstanding example of ULS systants System of Systems in
IT domain after Internet is Cloud computing. According t@]2loud is “a large-scale

distributed computing paradigm that is driven by econorafescale, in which a pool of ab-

stracted, virtualized, dynamically-scalable, managedmating power, storage, platforms,
and services are delivered on demand to external custormerdh® Internet.” Like any

other large-scale distributed system, Cloud containsgelaumber of computing nodes.
This massively distributed system provides access to aures@and/or a set of service
mostly related to computing power, storage, and netwovierbging existing technologies
such as virtualization, multi-tenancy, service-orieiotatand grid computing. Users are
multiplexed using multi-tenancy techniques such as Vizaton, OS processes, container
level thread pools, or application level techniques. Upaning the Cloud, users have
access to a large amount of resources and services that alenbssed on their demand

(i.e. scalability). Resource oriented Clouds are refeteeds Infrastructure-as-a-Service
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(laaS) while software oriented ones are either Softwara-8srvice (SaaS) or Platform-
as-a-Service (PaaS). User can use Cloud resources ancksarva dynamically changing
fashion and the environment might transparently manage’'ussources (i.e. Elasticity).
Users’ resources are logically virtualized; that is usensettheir own view of resources and
are not concerned about multiplexing detail. With pay-pssge model, users only pay for
the resources they need without planning on buying, maames, or upgrading of physical
resources and infrastructure in the Cloud.

From socio-technical point-of-view, Cloud can be a toollharsing common informa-
tion. Numerous amounts of data that is generated everydapeatored, streamed, pro-
cessed, and analyzed in the Cloud using the storage, phogessid network services.
Example of this data is weather data provided by largely aegd sensors, road traffic
information obtained using distributed sets of camerasy astivities in a social network
generated through their smart phones, etc. As Cloud gets papular, users would use it
to simultaneously collaborate and work on these commons#dsa Since the Cloud nodes
are scattered through the globe, mobility and the abilitadoess this information from
various locations with low cost is a natural consequence.

In the following subsection, we enumerate different typeslaud offerings, the tech-

nological challenges in building them, and their typicages pricing models.

3.1 Building Blocks of Current Clouds

Currently Clouds are formed by interconnected set of datace. A data center environ-
ment is composed of communication system, servers, anagg@ubsystem. These com-
puting resources are hosted in controlled environmentsiaddr centralized management.

Additional set of services provided by datacenters arenfdaktructure services such as
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routing, switching (ii) Application services such as loaddncing and caching (iii) Storage
services such as SAN architecture, fiber channel switclaind,back up. In the following

subsections, we enumerate each of these items.

3.1.1 Network

In terms of network architecture, in a generic enterpriga danter is composed of three
layers: (i)edge routergrovide connectivity to Internet, (iijore routers connect internal
network to the Internet connectivity layer, (iiggregation(or distribution) layer is com-
posed of multilayer aggregation switches, performing aggtion, and connectivity for
internal Layer 2 switches to theore, (iv) access layer provides Layer 2 connectivity and
features to the server farm by connecting them to aggregketyer.

Performance of network (i.e. in terms of latency) dependa anmber of factors. At
hardware layer, the most dominant factor the presence afestion when switch buffers
are saturated. Software protocol related considerationkl@lso affect performance by
changing the ways hardware is utilized. One protocol midlotwabetter utilization of
redundant links between layers of network leading into nmuaallelism and better per-
formance. For example, bypassing Ethernet’'s SpanningHi@®col (STP) limitations in
terms of aggregate bandwidth (i.e. near root congestionstnilalition and core layers of
datacenter) is being made possible by adopting layer 3 gotstolayer 2 multi-path proto-
cols (for example L2MP/MIM and L2MP/TRILL?), or active-active switch connectivity.

By controlling a portion of network links and bandwidth asisbed with each activity or
customer (i.e. by logically partitioning the network intset of virtual networks or VLANS

and associate each to an activity) one can have fine graimgrbtover performance.

LLayer 2 Multi-Path/Mac-in-Mac
2Layer 2 Multi-Path/Transparent Interconnection of Lots infks
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3.1.2 Storage

Storage Area network (SAN) is made up of storage devices asattisk and tape sub-
systems and fiber channel switches that provide conngcheitween servers and storage
devices (through fast block-level access). SAN envirorsieammonly use Fiber Channel
(FC) suite of standards to connect servers to the storagesseand to transmit small com-
puter system interface (SCSI) commands. However fiber eglaman be substituted with
cheaper alternatives such as Ethernet switches supp&@og (Fiber Channel over Ether-
net), or routers that support iSCSI (SCSI over IP) or FCIRe(fihannel over IP). Note that
SAN is different than Network attached storage technoldy) since the latter provides
file-level access instead of block level and it uses higheslIdetwork File System (NFS)

or Server Message Block (SMB) instead of SCSI commands.

3.1.3 Server farm

Server farm is composed of servers that are placed at ledthe aetwork and are con-
nected through access layer switches that can be configuteyer 2 or 3 (bridging and
routing). Each server usually has multiple multi-core CPi¢sne amount of RAM, multi-
ple Ethernet cards, to connect to access switches, a fibenel{&C) Host Based Adaptor
(HBA) to connect to FC switches, and multiple hard drives.

Servers in data center are placed into racks and racks aedphdth distance to provide
enough space for cooling facility. Conventionally serweese placed in racks horizontally
while each rack could contain up to 20 Servers. With the navegaion of Blade servers,
each rack is divided to multiple enclosures. Enclosureipes/power, cooling, and inter-
connectivity to a set of server blades or switch blades. Emdiosure contains up to 16

vertically placed Blades minimizing required physicaleaganumber of cables between the
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blade servers and the access switches and energy consamptio

3.2 Use cases of Clouds

No matter what the type cloud offering and the server mdijig technique used in the
cloud, software is what users run on it. Numerous instantsesfoware might be run in a
cloud to support tasks performed or services offered byctclisers.

The lowest layer of deployable software typically deplogedaaS Clouds is operating
system (i.e. OS). In laaS, each user runs a separate ogesgstem instance on top of
encapsulated units of virtualized hardware provided thhoa hypervisor. User processes
are hosted in operating systems to perform different tasksavide services on behalf of
the cloud user. Performance in this type of deployment islismeasured by utilization

of several virtualized hardware resources (e.g. CPU, digknory, and NIC)

3.2.1 E-Commerce Websites

A very well-known use of cloud can be to run web based serviddsese services can
be run on top of suitable PaaS clouds with proper programmainguage, or by building
the software stack composed of proper web container on tdpSotieployed on a laaS
cloud. A web application is usually composed of two or thiieest (i) front-end servers
(e.g. Apache HTTP server) serve static pages locally arabksth SSL connections with-
out introducing lot of latency. (ii) load balancers (e.g. Praxy) provide high reliability
by regularly checking the health of application servers{tier) and distributing traffic
evenly among healthy ones. (iii) application servers (8gmcat server) handle request
for dynamic content usually by communicating with a backdathbase. (iv) A redundant

database such as MySQL (e.g. with Master/Slave architcthat covers fail-over sce-
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narios and possibly uses a regular backup system. In a Paa® all of these items are
combined and encapsulated as platforms; A PaaS providetairas a pool of containers
for each tier (e.g. web containers, application contaisi@iabase container) which execute
the programs written in the language of that container (8aya servlet, Enterprise Java
Beans (EJB), and SQL). Users are then multiplexed usingagmert specific multi-tenancy
techniques. In a laaS Cloud, these containers are deplgyesds themselves as group of
processes within obtained virtual machines. The strategtydontainers take for using OS
capabilities (i.e. single or multi-process implementalis different. For example, in realm
of web containers, Mongrel [98] is deployed as multiple single-threaded OS processes:
WEBFrick [99] 3 is implemented as a single process multi-threaded sera¢iabnches

a thread per request; Thin [108] and Tomcat [10%] are implemented as single process
and use a fixed size pool of threads (this lowers context bimigcand lock contention);
and Apache [102]implements a hybrid multi-process multi-threaded senvién detailed
control on the number of threads deployed by each child po@eingfThreadsPerChild
parameter), the maximum total number of threads that maguwreched (usinaxClients
parameter), hard limit on the number of active child proeserverLimit parameter)

and number of server threadghfeadLimit parameter).

3.2.2 Data Intensive Processing with Clusters

High Performance Computing (HPC) is one of the highly popaleas is computer sci-
ence that is tightly coupled with data center environmentterAcreation of world wide
web, and explosion of information, there was a demand in etddckanalyze the produced

information and use it towards business needs. New georratiarge scale data process-

3A web container for ruby on rails framework.
4A Java servlet container.
5A web server for static content with extensions to connegatious containers.
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ing frameworks, such as Haddbthat are able to utilize thousands of computing nodes in
processing massive amount of data have emerged.

Datacenters are enabling technology for performing laogdesdata processing. They
can lend lots of processing power to computationally inten@bs. High available band-
width in a datacenter makes it easy to transfer large amdutiata between nodes. The
data is usually persisted in a distributed fashion amoruéslocal disks. Jobs being given
to clusters are decomposed into a set of tasks on chunks pktisested data. Since task
distribution and data distribution do not map perfectly @sdtart requesting data from one
another. In this situation, high replication increasesct@nce of block’s existence on one
of the nodes of the same rack, and reduces the demand omankawitches with off-rack
reads. Conversely, with low replication factors writesl\wéve better performance since
they traverse less network switches. In an extreme casejriteeis performed only locally

on the same node with no network usage.

3.3 Infrastructure as a Service (laaS)

laaS multiplexes the hardware layer and offers computing@es such as storage, CPU
and memory to users. The multiplexing technology employethaS layer is hardware
virtualization.

Original purpose of virtualization was better utilizatiofresources by increasing multi-
tenancy, lowering energy consumption, and reduction of tweugh consolidation of vir-
tual entities on hardware. The new wave of virtualizatiazhteques which targeted com-
modity hardware started by development of Stanford’s VMejE®4] in 90s. This move-

ment was followed by development of well-known open souide&lization frameworks,

5The Apache Hadoop software library is open source impleatient of Google’s Map-Reduce computa-
tion framework [103] that allows for distributed procegsof large data sets across clusters of computers.
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API Description

Instance management Run and terminate instances

IP address management Allocate, associate, and disassociate addresses
block level storage manage-Create, attach, detach and delete volumes. Create and
ment delete snapshots.
VPN and VPC management| Create and delete Virtual Private Cloud (VPC). Create
and delete subnet. Create, attach, detach, and delete
VPN gateway. Create or delete VPN connection.
OS image management Create, bundle, migrate, upload image.

File level storage managemenMake, remove, modify access control list of a bucket.
Put file into or get, copy, move, and delete files from a
bucket. List objects or buckets.
Content Distribution Network List, create, delete a distribution point.
(CDN) management

Table 3.1: List of management APIs offered by Amazon ElaStmputing Cloud.

Xen [105] in 2000 and KVM [106] in 2007. In laaS the CPU, memand storage are
packaged as virtual machines of different sizes sharingpdéindware. A public and simple
remote interface is provided by laaS to users for managisgurees, and, users provide,
deploy and run virtual machine images (VMIs) without theutl@administrator help. The

cost model for users is pay-as-you-go, and prices depenebgimlg model (described later)
and leasing duration.

The responsibility of cloud manager at laaS layer is to nad@irthe agreed resource enti-
tlements for all VM instances running in the cloud. Someentsamples of laaS providers
include Amazon EC2 (Elastic computing Cloud) [107], Eleldtists [108], GoGrid [109],
FlexiScale [110], and RackSpace [111].

Services offered by laaS layer can be broken down into threadocategory of com-

puting, storage and network as-a-service (see Table 3.ithvelne described individually

in the following a subsections 3.4, 3.5 and 3.6.
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3.3.1 Management of Virtual Infrastructures

The major concern in providing laaS is management of poolsifiduted resources. Cur-
rent publicly availablevirtual infrastructure managerssuch as Eucalyptus [112], Open-
Nebula [113], OpenStack [114], address this concern @iffidy. Usually the management
logic at laaS layers boils down to a set of decisions. Mostoirigmt decision ifResource
selection Resource selection at laaS refers to finding a feasibleeplant plan for VMs.
Usually for each request physical machines are ranked @ssdme criteria associated
with the requested VM and physical machines themselvesn; WtMs are instantiated to
the suitable PMs. In current implementation of laaS layey. (Eucalyptus[1]) resource se-
lection decisions cascade down the cloud hierarchy, nadebcenters, racks, and nodes;
the cloud front-end will choose the datacenter or rack whiahdles the request, and the
rack manager chooses the proper physical machine.

After resource selection is performed, the physical mazkglected to launch the VM
(i.e. hypervisor) retrieves the instance image from thegen@pository through a file trans-
fer protocol; allocates the memory (i.e. requested by user or mentioméldei instance
type), boots the instance and starts scheduling the insfan€PU slots. During boot pro-
cess a user defined context data given at the instance regoess made available to the
instance. This data is used by instance to configure itselhadement in a topology (e.g.
a cluster).

A VM during its lifetime might bemigratedto a more suitable resource [115]. This
migration can be due to performance concerns (i.e. cormyesfidisk, network, or CPU

at the physical machine hosting instance), or power consomgeduction (i.e. evacuating

Instead of transferring the image, the image can be rematalgssed from SAN storage, and progres-
sively obtained and cached as needed. This will signifigaetluce the instantiation time by eliminating the
copy time. However, the performance of SAN can affect subsetperformance of such instance during its
lifetime.
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underutilized PMs and shutting their components down).

Once user requestermination of certain instangghe manager will signal the asso-
ciated physical machine’s hypervisor to terminate theainseé. The hypervisor will shut-
down the instance and cleans up the resources such as sveap sEanory, network con-

nections and/or copy of the virtual image

Resource selection criterion

Upon receiving user request for a virtual machine (whichtams parameters such as vir-
tual image, memory size, CPU speed, and required bandwatitgllocation algorithm has
to determine which physical host (hypervisor) is best fosting the instance. The mini-
mum requirement for the hypervisor is to: (i) have enougl digace for the image, and
swap space, (ii) have more memory than the amount user riegii@sd (iii) practically has
low enough CPU utilization that can guarantee the user wilhis requested VCPU speed
(in term of instruction per second).

On top of basic criterion for placement, there are severalegies that target an optimal
placement. Optimal solutions always depend on the contediozation. Some approaches
assume allocated capacity is chosen from a discrete setotgwith CPU, memory, net-
work bandwidth, and storage encapsulated, while othetmas$éree independent amount
of resource can be requested along each of capacity dinmensitie way to achieve opti-
mality also changes with objectives that should be meteasing performance, reducing
power consumption, consolidation are examples of diffeaspects objectives can be de-
fined upon.

One strategy in placement, is balancing placement of VMsgnaatacenters, racks of

8Another optimization here is to figure out if to keep the copyhe image for future use. This leads to
the fact that sending requests, for instances of the samgeitasathe same hyper will eliminate image copy
time or the continuous image serialization latency.
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each datacenter, and physical machines of each rack. Bukg@ lightly loaded physical
machines and better 'per VM performance’ in case of worklspittes. As an example,
in a heuristic implementation, the criteria for handlingaming requests can be the PM'’s
current utilization level and the average over data centeack. If the PM’s utilization is
less than that of the calculated average plus some thresheldl participate in handling
the incoming requests.

Another aspect is providing high-availability and avomglifailures. In these scheme
instances are placed in independent sections of a dataceititedifferent electricity dis-
tribution network callechvailability zones Availability zones are used to add redundancy
and fault tolerance to a given datacenter. For example Am&toud currently has five
datacenter regions, namely Northern, Virginia, NortheatifGrnia, Ireland, Singapore and
Tokyo. Each of these datacenters is further broken dataories (e.gus-east-1a, etc).

Another strategy is reducing energy consumption throughimizing the number of
active hardware components in hosting environment [118]. XAne way to achieve this is
consolidating existing VMs into a fewer number of servera thatacenter. Reducing active
component does not necessarily imply hibernation of thesjglay servers. This could be
done by turning off a CPU core, or just switching to lower CRérliency. Power and mi-
gration cost aware application placement where optinoras performed to exploit cost
performance tradeoff is targeted by [118]. Efficient alkimathrough resource overbook-
ing for profiled applications in shared hosting platformsliscussed in [119]. Allocation
considering higher level SLAs violations is discussed @0]JL Polynomial Time Approxi-
mation Scheme (PTAS) solution for Knapsack optimizatiarbpem [121], which is closely

related, is discussed in [122]; although it does not comgltkecost of VM migration.
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3.4 Storage as a Service

Storage in laaS clouds is offered to users at block level eilditel. Block level access to
a portion of physical machine’s disk space offered to VMstigh hypervisor. Decoupled
network based volumes are also provided to VMs through rtertiant block I/O protocols
such as iISCSI SAN. VMs are capable of reaching multiple vasit. UNs) from multiple
storage arrays. The storage traffic generated can be bragedonventional Ethernet (to
lower the complexity and cost using legacy Ethernet swiare NICs) or be handled by
fiber.

Another type of storage is, file level persistent storages $érvice can be used to store
common datasets, virtual machines images, etc. It can alshdred among multiple cloud
users or web users. Pricing for persistent storage is yspatl unit of storage and time
interval up to a ceiling amount in combination with a priceb paid per number of 10
operations.

As a part of storage, Content Delivery Network (CDN) can biered as a way to
distribute the data to physically distinct datacentersuadothe world. This helps users

retrieve the files quickly from the location near them.

3.5 Computing as a Service

Computings offered to users through delivery of virtual machinest@mces) each contain-
ing a piece of CPU, RAM, local hard disk, network, and sometrsPUs. In multi-core

architectures, each VM is given shares of some processoms®s. Each share is identified
by number of instructions per second and quantified withlionilinstructions per second

(MIPS) unit. Note that in a multiprocessor VM the total seevrate ofn processors can

be significantly less than times a single CPU case. To realize resource entitlements to
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individual VMs the hypervisor's CPU scheduler implementsighted fair sharing of the

CPU capacity. It divides resource access time into fixedtleimtervals and allocating each
VM a certain share of the time in each interval. Notice thdikermemory, CPUs could be

oversubscribed.

The interface for using computing cloud provided by the ptewincludes launching,
stopping or terminating instances (see Table 3.1's “in@amanagement” section). The
price of an instance depends on its type and the amount afnesd has.

The pricing scheme also depends on capacity allocatioroapprand leasing model.
Capacity can be allocated from a discrete set of encapsdutptanta of CPU, memory,
network bandwidth, and storage. It can also be allocateddas independent amount
of resources supplied by users. The leasing model can bealgngevided into three

categories:

in-advance reservation where resources must be available at specified time,
best effort reservation where request are queued and serviced accordingly,
immediate reservation where resources are processed right away or rejected, or

auction based reservationwhere customers bid for some number of a particular configu-
ration and as soon as dynamically adjusted resource prgersathe bid amount the

resources are allocated.

In case of immediate leasing with discrete allocation setSlprovider offers a set of
possibleVMI configurationseach associated with a setotime interval,price> tu-
ples. Launching a VMI for this configuration is billed accongly at the specified price rate.
As an example in Amazon EC2, each hoursafll configuration (i.e.<1 hour,smalt)

costs $0.085. It is assumed that a client may request any ewoftyMIs for any type at
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any given moment. An adjustment may be done to adjust theof@sstance leases in re-
sponse to various factors such as (i) the number of instaof@eparticular type purchased
at one time (ii) the total number of VMIs purchased (iii) thenmber VMIs of a particular
type purchased.

Inin-advance reserved instances, the client has somedaece over immediate leasing
clients. Usually an up-front fixed price charge is requiredrtitiate a reservation and
discounted rate is charged for the instances throughouwutetion of the reservation. For
example, Amazon requires an up-front payment for its regem services and then charges
a discounted hourly rate for instances during the resenvateriod. Associated with any
offered reserved configuration there is a fixed price (i.ewrdpayment) to be paid over
the time interval and a set efprice,time intervab tuples. The client may select any valid
pairing of this set and is billed accordingly.

Finally, in auction based reservation a bid for some nhumbaiparticular configuration
of instance configuration is offered. For examplénstances are requested for the billing
time intervalt at a ceiling price per instance per time intervalf If the provider can
fully fill the request then it is met. Existence of partiallildd bids is a matter of policy.
Moreover, the technique used for dynamic pricing and thgueacy of changing the price

can be different.

3.6 Network as a Service

Networkis also offered as a service to cloud users through virtughinas or platforms.
Instances can use the networking fabric (i.e. NIC) to comigaia to other instances or to
internet based services. Layer 2 switches, and layer 3noate configured upon creation

and termination of instances. At layer 2, Virtual privateuds (VPCs) owirtual applica-
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tion network§VAN)s can be deployed as a mean of providing more securitye dffered
APl usually includes creating a subnet on top of VLANS, arehting, attaching, detaching
a VPN gateway, and creating VPN connectloisome Cloud providers (e.g. Amazon) pro-
vide elastic reusable IPs that can be leased by instancescadihelp in failover scenarios
to keep the service functional by seamlessly replacing staice by another and taking its
IP address.

In a laaS cloud, hypervisors create virtual NICs for VMs du@Ss each with its own
MAC (and IP) address. Hypervisor can handle incoming trdfben VMs differently by
acting as a layer 2 bridge, a layer 3 router, or a TCP based NEthernet level bridging
is used, no IP addresses will be associated with the bridgestidistributes packets like
switch and all VMs appear on the network as individual ho&tdayer 2, the laaS manager,
maintains a pool of MAC addresses. These MAC addressesamedand associated with
each VM using each NIC.

Virtual layer 2 networking for added security and bettetizdtion becomes possible
through Virtual LANs (i.e. VLAN) with help of VLAN enabled siching hardware.
VLANSs provide isolation of L2 network segments as routersf@oL3. This combined
with a VLAN enabled hypervisor such as Xen citePBarhaEtAH003 can enable VMs
placed on different physical hosts to form a virtual netwarkl have private communica-
tion. VLANSs provide a tool towards programmable network foguration.

Using Layer 2 networking and hardware based VLAN is howewatiarfeasible option
for large scale Cloud providers. This is because (i) duedk ¢d hierarchical addressing
(L2 addresses are flat and simplified) scheme in layer 2 simgdnformation cannot be
aggregated, (ii) efficient network utilization through tingdath is hard because STPs are

formed to avoid loops, and (iii) shortest-path selectiomas possible per packet is not

9Note that VPN is at IP layer (layer 3) while VLAN is at media ass layer (layer 2)
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possible. This makes Layer 2 networking hard to scale arglglirthit on size of virtualized
data centers with lots of customers; a practical number vfesg working in Layer 2 in
datacenters are 10,000-. If the network is IP based tomtmim (as opposed to partially
layer 2 MAC based), features such as multi-path network ejsagtwork load balancing,
and scalability come as natural consequences. As a resteir, ;major cloud providers like
EC2 (EC2 has 60,000+ servers at the time of writing this rgponly offer layer 3 (L3)
oriented networks. This however comes with the cost of bpfager 2 capabilities such as
multicast that might be mandatory for some cloud users ety applications.

To counter these issues, new wave of software based netwtralization has emerged
recently to allow customers of datacenter to use low levphbdities offered by layer 2
network (i.e. designing subnets, VLANSs, multi-cast, brcast, etc) without losing scal-
ability. The main concept behind software based networtuaiization is an abstraction
layer that emulates L2 for customers on top of provided L3qalalled "L2 over L3%).
Current protocols and tools target this area include Gerwuting Encapsulation (GRE),
Virtual Distributed Ethernet (VDE) [123], L2 tunneling aveDP, OpenFlow [124], Open
vSwitch [125] and ESX server virtual switches [126]. Cutrepen source laaS implemen-
tations (e.g. Eucalyptos [127] and OpenNebula [113]) andalproviders (e.g. Amazon

EC2 Virtual Private Cloud [128]) have started using thisetyp virtualization.

3.6.1 Bandwidth pricing

There are at least two ways to charge for bandwidth into andfahe infrastructure. The
first is a pay for use model in which the client is billed somdatovalue per amount of
bandwidth used. The second is a reservation based apprioatdr $0 with VM instances
in which an upfront cost is incurred to ensure lower costupérbandwidth used.

An ordered set of ingress bandwidth rates, specifies diffgggce per unit bandwidth
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up to someceiling amount. The client is billed according to the initial rate topceiling
amount ingress bandwidth then according to next rate upgméxt ceiling according to
next rate, etc. Similarly, a second ordered set represgtitenegress bandwidth rates is also
defined and utilized in an identical manner for egress badittivielonging to the client. The
client is billed according to these elements for both datagmission into and out of the

infrastructure.

3.7 Platform as a Service (PaaS)

A PaaS providers an enterprise that is responsible for leasing applinaitvironments or
programmable service® customers for various durations of time.

Costs incurred to PaaS provider comes from software anduvaaedresources. Soft-
ware costs are usually quantified in terms of set of licenseshased to support platform
instances. hardware cost for PaaS provider comes from @egl! (i) hardware consumed
for running servers (e.g., LDAP servers, databases, éiat haindles global system services
(e.g. bookkeeping and billing customers, etc). (ii) Hartevaesources consumed to run
servers on behalf of platform instances. These hardwaoeiress might be non-virtualized
physical hardware owned by PaaS provider, privately mashigeS using owned hardware,
or even purchased quantized hardware from an external raafipr.

Customers of PaaS could be (among all others) SaaS providersieliver software
as a service by deploying their own programs on purchasefbptes from PaaS provider.
Usually platforms delivered to customers, exhibit a formetasticitythrough autonomic
resource provisioning. Meaning that, PaaS provider isaesiple for modifying, adding
and removing certain component elements on-demand to andtfre platforms as nec-

essary. How and when resources (e.g., application serstnices at the PaaS layer) are

56



added to and/or removed from a platform is the subjeetdsticity policy

3.7.1 PaaS Provider Economic Model

The amount of resource for any platform service may be isg@ar decreased at runtime
in response to requests by the client or occurance of envieatal changes. However,
system services are global and not dedicated to specificcafiph environment, and thus
individual customers do not negotiate their quality in SLAdo not request a change in

underlying structure of the service. The pricing of platficaservices would take two forms:

Charging for service usage:When each platform service is managed by PaaS provider,
each configuration is defined by a set of per service-usagesover different time-
intervals and QoS targets. In this case, PaaS providereietiie¢ necessary hardware
to satisfy offered Qo0S. The relation between QoS offeredlbatfggm services and
necessary hardware in multiplexed environment is invastidjin subsection . An

example of this pricing scheme is Google App Engine[129].

Charging for underlying resource: PaaS provider can even delegate the specification of
underlying hardware or laaS instances in support of platfeervices to the cus-
tomer (i.e. the client simply makes a request for the addliteonoving ofn platform
instances of typé@). In this case, quality of platform services will not be garsteed
by provider and the price is defined based on underlying laatamces purchased.

In extreme case customer himself pays the laaS provider an® PBrovider only
charges for management and system services; although Raa&ep might still let
users to specify complex management rules to control uyidgrhardware/laaS for
each service, for example to define thresholds where in nsgao crossings, actions

are taken by the PaaS provider (i.e., adding, removing@iatinstances). In this
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case, SLA at the PaaS Layer would need to contain price fotoi@ogy per time
interval, and the price for additional platform instancadded according to lease
rate). An example of platform provided through this pricgapeme is Amazon Elas-

tic MapReduce where pricing is in addition to normal Amaz&@®2Eand Amazon S3

pricing.

3.7.2 Multiplexing and consolidation: managing multiple ®rvices

Optimization at PaaS layer is possible for the provider wthenprices for platform ser-
vices are defined in terms of platform usage (as opposed twhae usage) with specific
performance guarantees, and the amount of multiplexingegded by the provider based
on the resource cost and QoS targets. A global multi-platfoptimization problem in-
volves the allocation of hardware resources to platfornaises (see Figure 3.1), such that
cost to the provider is minimized resource sharing is maz@thiwhile attempting to meet
all client application requirements as specified in the Berlevel Agreements (SLA)s
10187, 130, 131, 132]. The decisions made by the provider afssaurce allocation to plat-
form services will directly influence both the performandlatforms and the provider’s

cost of operations.
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Figure 3.1: The interaction of layers in our optimizationainanism.
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10t can be quite complex and comprehensive (e.g., consigleaspects of both functional and non-
functional requirements); however, in this work, only penfiance objectives that can be extracted from
an SLA are considered. No attempt is made to fully model oeltgwan SLA or an SLA management
framework.
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Different approaches formulate the introduced optim@aproblem in different forms.
One approach attempts to minimize cost subject to perfocemaonstraints [133, 134].
In this approach, the SLA represents constraints rather flexible goals. Constraints
could be based on response time or throughput. For exam8 fihds the minimum
cost deployment subject to processing capacity and useughput constraints. It seeks
deployments which minimizes the overall cost of the hoseslusubject to meeting average
delay and throughput constraints for each application asghby its SLA. Itis also possible
for one to try optimizing a combined QoS measure subject $b @anstraints.

A second approach attempts to simultaneously minimizevelog maximizing QoS at-
tributes, through multi-objective optimization or MOO H]3 For example, Pareto-optimal
solutions can find a good trade-off between conflicting penince and cost-saving goals
rather than finding a single global optimum [136]. Geomeathc these well-balanced so-
lutions concentrate around the “knee” point of the mutugécives curve.

A third approach is to optimize a utility function combiniagplication-level SLAs and
resource costs with tunable parameters for the admirstratspecify trade-offs between
the two [135]. In this approach, a system-level global tytiis defined in terms of local
utilities that are in turn based on the achieved servicd levihe applications. Figure 3.2
represents a sample service level utility function (or latdity function) for a platform,
where the vertical line indicates the SLA target of a platfan terms of its delivered
response time. Note that utility decreases as the valuaatsdevel approaches the SLA
limit. These local utilities are combined with a set of caaéfints that allows for the high
level control of performance goal fulfilment and the resmucost savings. A global utility

functionUy is expressed as the difference of the sum of platform-pemi@source-level
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utility functions and an operating cost function as follows

Uo = ( ; uj(Aj)> — w.COSt(A) (3.1)
jeApp

wherew denotes an adjustable weight (working as tunable pararfaténe administra-
tor), u; maps the platforn)’s resource allocations (i.64;) to the local utility function for
platform j. Ug can be associated with the profit of the cloud derived by sehbtrg the rev-
enue and the cost respectively. PaaS provider objectiversaiximizeUg subject to a set

of capacity constraints which come from the physical lay¢he private cloud as follows:

maximize:Ug
(3.2

subjecttoUq,...,Up

Itis assumed that each allocation sigagis constrained to lie in the intervil, ¢;] meaning
that a platform can get the whole capacity of a PM. Noticeti@problem has a best effort
nature and we treat a service level objective (i.e. targea @pecific QoS metric) as a
soft constraint by incorporating it into the objective ftinoa. One can use a mathematical
optimizer to solve the introduced optimization problem dledi in equation 3.2. Given the
utility model u; for each platform the optimization algorithm should outfhg optimal

allocation vector, and maximum utility gained from thabaktion.

3.8 Software as a Service (SaaS)

SaasS type of Cloud provides instances of software and aiglics that are typically in-
stalled in businesses’ computer networks or personal ctempuExamples of this software

include customer relationship management (CRM), accognimvoicing, human resource
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Figure 3.2: Smooth service level utility function; vertidme indicates the service level
objective of a platform (as defined in SLA).

management (HRM), and content management (CM)[137].

while hosting of business application on behalf of usersslaack to 1960s with IBM
mainframes providing banks with isolated financial sendnd 90s with Application Ser-
vice Providers (ASP) providing centralized managemenadigular business applications,
current SaaS deployment has a number of distinct featujesifiware offered currently as
a service are usually web-based rather than client-semusrusers can use common web
browsers instead of installing custom clients. (ii) Inste&running separate instance of the
application for each business, SaaS solutions normalligeita multi-tenant architecture,
where applications are designed with built-in multi-teyafi.e. multiple businesses, users,
and data partitions). (iii) inspired by web 2.0 and on-lineial networks some SaaS based
applications allow for collaboration and information argarsers of multiple organizations.

The second item means that businesses share more portioftwéie and hardware
stack (i.e. a single version of the application with a singbafiguration of application
server, database container, operating system, netwodkhardware). This usually re-
sults in a (i) unified and hardened stack of software (thifuohes management software)
and configuration which is maintained by the SaaS provider st{ort learning curve for

community of users (here businessés)nd (iii) low cost for user provisioning for SaaS

Note that the details of multi-tenancy is still transpateraasS users.
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provider. The down side of this scheme is that applicatiseshat customizable for a sin-
gle customer through change of source code, database soh&hH. Thus, customers can
only apply different configuration parameters already glesd in the software. To support
scalability in this environment, the applications are sddiorizontally (installed on multi-

ple machines). The most well-known example of a SaaS prousiag this architecture is

Salesforce.com[138].

The pricing of joining a SaaS provider and using its genegalises (using software
systems) is usually per subscription (i.e. monthly fee ormaanual fee). Applications
however are usually priced based on some usage parametenisasthe number of users
("seats”) using the application, number of transactions, &lote that applications might
belong to someone other than SaaS provider. This is cledfyeht from a perpetual soft-
ware license with an up-front fee. In a long run users havetopare the tradeoff between
the initial setup cost and licensing fee of a conventionétivsre with per-usage cost of a
SaaS.

While in the simplest case, a SaaS offering will involve ooihe class of service, there
will typically be multiple classes of service to consideack with different types of guar-
antees and assurances offered for various prices on padtgntiultiple timescales. A SaaS
provider will offer a set of configurations (also referredas classes of service). Each
configuration/class of service is associated with a setraégptime interval¢, time interval
tuples, representing the interval and the associatedduaifiierval. The client may select
any subscription from the possible options.

Information that an SLA at the SaaS layer would need to contes follows: a config-
uration of the subscription, the price, the time intervatiowhich the price should be paid,
the start time to the millisecond of the subscription.

It is assumed that the SaaS provider’s business objectiee)d0 maximize revenue
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generation while (ii) to minimizing cost. Maximization ofwvenue generation varies di-
rectly with number of clients serviced. On the other handjimization of cost varies
directly with the amount of hardware that is purchased owveet The choice of using a

laaS or PaaS provider or buying owned hardware directltff8aaS provider cost.

3.9 Summary

Cloud computing revolves around the idea of Internet scelieety of on demand comput-
ing power to external customers. It is probably the mosttantiing example of large scale
resource sharing systems.

Cloud contains a large number of computing nodes. Curreityds are formed by
interconnected set of datacenters. A data center envinohimieomposed of communica-
tion system, servers, and storage subsystem. In Clouds asemultiplexed using multi-
tenancy techniques such as virtualization, OS processesainer level thread pools, or
application level techniques.

Resource oriented Clouds are referred to as InfrastruetsHa Service (laaS) while
software oriented ones are either Software-as-a-Ser@aaS) or Platform-as-a-Service
(PaaS). laaS multiplexes the hardware layer and offers aongpservices such as stor-
age, CPU and memory to users using hardware virtualizagiohniques. Two common
use cases of current laaS Clouds are setting up e-commebsit@geand performing data
intensive processing using high performance clusters. #SRzloud offers application en-
vironments or programmable services to customers for variturations of time. A SaaS
provider offers instances of services (e.g. CRM) by deplgyhem on its own infrastruc-
ture. Services are accessed by users through network. Qihe differences between a

SaaS service and a normal multi-user web service is thelattpplication deployed on
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SaaS is oblivious to the fact that it is instantiated severas. In other words multi-tenancy

is transparent to the application through certain APIs.
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Chapter 4

Conclusion

This report presented an overview of resource sharingsss(BSS), architecture of typi-
cal large scale RSS. It also discussed the problem of coityplexmanaging such systems
and introduced autonomic computing as a promising solutonandle this complexity.
The aim was at building self-managing complex resourceistpaystems that manage
themselves in accordance with high-level objectives $jgecby humans [36]. The auto-
nomic computing architecture discussed was the one prdgmséBM based on Monitor-
Analyze-Plan-Execute (MAPE loop) model. The approachudised to implement such
autonomic control loop here was using different element affrematics such as statistics,
optimization, and control theory.

Cloud computing as a promising potential ULSRSS was presgentloud provisions
scalable on-demand computational power using a unifiedark&tef datacenters. Datacen-
ter as the main building block of the cloud was elaboratetitecture wise. Virtualization
as the main tool to provide high-scale multiplexing in conapional environment and the
enabler of laaS Cloud was discussed. Different types ofdctdtering, was presented and

objectives and pricing model of each type of offering wasaésed.
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In the following subsections, we enumerate open problenkarintroduced domain

that are most probably subject of further investigationathor.

4.1 Open Problems

There are many open problems in the area of ultra large soat@uting resource deliv-
ery. However, problems mentioned here, are in the spacesfibby intersection of cloud

computing and autonomic computing.

4.1.1 Performance Model Identification of Service Instancgin a Ultra

Large Resource Sharing System

Estimation techniques have been largely applied to tradddn performance parameters
(e.g. service demands) of web based software systems. INSRBSE, there are variable
number of dynamically deployed applications or servicdaneses that are utilizing the
shared system resources. Modeling behavior of these sansgtances in terms of perfor-
mance under different resource entitlements will help stavering resource requirement
and proper resource allocation given a set of performangies for each service in-
stance. If each service instance is treated individudily,dost of performance model es-
timation (i.e. in terms of computation) becomes excessiMaus, it seems natural to try
to group the service instances with similar resource usageai smaller number of classes
aiming at finding a low complexity model yet with enough a@myt Combination of clus-
tering algorithm and tracking filter can be used for effextivouping of service instances,
Since the resource demands associated with each serviaeadgasmay change with time
(e.g. due to workload changes) adaptive clustering teclesighat regroup the service in-

stances depending on their time-varying resource demdraigcsbe deployed.
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4.1.2 Optimization of Resource Distribution to Applications in Cloud

The main objective of a cloud provider is to maximize profie (i revenue- cost). Opti-
mization techniques allow the provider to determine reseatlocations to various clients
in order to best maximize its revenue while minimizing itstso Due to economic benefits,
optimization has been the subject of much investigatiod[133, 134, 135, 140, 141, 142,
143].

One type of optimization possible for a PaaS provider is wtherprice model and ser-
vice level agreement (SLA) are defined in terms of perforreaneasures, and the amount
of supplied resource is decided by the provider based onetb@urce cost and SLA tar-
gets. For example, in a virtualization based PaaS Cloud, édbmmon to tune the per-
formance of an application and the provider's cost of openathrough scale-up/down
(i.e., adding/removing resource to individual virtual mees (VM)), scale-out/in (i.e.,
adding/removing VMs to an application environment), angnaiion (i.e., moving VMs
over the physical infrastructure). An interesting problewolves the allocation of re-
sources in this type of Cloud such that cost to the provideriremized (through a maxi-
mization of resource sharing) while attempting to meet léint application requirements
as specified in their respective Service Level Agreements)s [87, 130, 131, 132].

In a laaS cloud, optimization is decomposed into dynami@stfucture pricing mech-
anism offered by provider [144, 145] and elastic resourtation policies employed by
individual consumers [146, 147, 148] to satisfy their Qo§uieements. Strategies taken
by provider regarding dynamic infrastructure pricing metisms based on optimizations

on the market model and users’ behaviors can be an integesilject to look.

LAn SLA is a contract which defines the relationship betweeergise provider and its clients that fully
specifies all obligations for both parties, the price to big par the service(s) offered and associated penal-
ties should obligations be unmet. It can be quite complexamprehensive (e.g., considering aspects of
both functional and non-functional requirements); howgtiere, we olimit the discussion to performance
objectives that can be extracted from an SLA.
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4.1.3 Comparing Alternatives Approaches to Autonomic Resarce Man-

agement

At the heart of any autonomic resource management systene, than implicit or explicit
feedback loop that maps the current system measures todperpaction(s) to be taken
by an actuator. Two alternative approaches for implemgritirs autonomic management
loop are as follows: (1) through the use of a control theoratiproach; and (2) through
specification of a set of heuristic rules (sometimes caltgitp based managemerin nar-
rower sense). While the first approach is based on matheashatadeling and is designed
more with robustness than comprehensibility in mind thesd@pproach is more intuitive,
lightweight and easier for a human administrator to intet;pr

In control theoretic approaches, a decision for selectiaesources to allocate for an
application, can be made dynamically based on current @gifn performance and its
projection on modified resources. The projection is usualitained by a performance
model, which quantitatively relates application level lifyaf service (QoS) metrics (e.qg.,
response time of a customer application) with a given resour

In the heuristic, rule-based approach, Event-Conditiatioh rules are utilized instead
of robust control formulas (see [90, 93, 94, 91, 92]). Fomegke, thresholds are defined
on things like CPU utilization of an individual virtual maale (VM) instance hosting an
application server for an application. Should this thrédhze breached (e.g., “If CPU
utilization is less than 20 for 10 minutes”) a request may dmat $action) for an elastic
increase to occur (i.e., of VM instances in this tier of thplagation).

An interesting subject is to form a comparison between thdgrent methods. differ-

ent criteria such as design complexity, ease of compreteand maintenance can be used

2A policy can be understood to represent “...any type of forbehavioral guide” that is input to the
system [86].
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for this comparison. The resulting research will help iredetining how these approaches
can be used in the governance of resources to better meeh-delig goal over time. It

also helps in tailoring low-cost durable solutions for sfieproblems.

4.1.4 Hybrid Autonomic Management Techniques

Different approaches might be used to obtain proper res-tictions with accordance to
goals. In policy based management, actions are derived drsgt ofpoliciesencapsulat-
ing management logic. Under certain situation (regardmgrenmental) and assumptions
(regarding system behavior) possibly for a closed timervate goals can be decomposed
into a set of policies. These policies then guide the systemands achieving the goals
by governing the actions taken in that specific time intengalrun-time, should these as-
sumptions underpinning these policies prove incorreetsifstem may behave poorly and
different goal decompositions [96] should be tried.

Attempting to fully automate derivation of this decompmsitfrom a set of given ob-
jectives and environmental conditions would be too optilmiOn the other hand, relying
on human actors to get proper decompositions contradicinitial motivation of auto-
nomic computing. Thus, exploring automated techniquegfocess of policy selection
can be interesting; The rigorous approaches to autonomipuating discussed in this re-
port can be combined with policy based management (ratlaer e used in isolation) to
form robust autonomic management systems. For exampkygtam modeixists that can
predict some system properties in future resulting froningla certain policy set, policy

set selection can take advantage of that, and more autosategtn might emerge.
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